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• Lessons Learned and Takeaways

2



Origins of the County of Santa Clara Privacy Office

3

Background, Vision, and Mission



Located in Silicon Valley, Santa Clara County is diverse and strives 
to be a leader in new technology and now privacy in government

• The County is located in the heart of Silicon Valley and has approximately 2 million residents.
• The County government is over 150 years old.  It employs around 22,000 people across 

approximately 30 departments, including social services, health and hospitals, law enforcement, 
registrar of voters, and many others.

The County of Santa Clara (County)

• The County is run by a five-member Board of Supervisors as its legislature and an executive 
branch that oversees County operations.

• One of the Board Members, Supervisor Joe Simitian, is largely responsible in calling for the 
creation of the County’s Privacy Program.
• Supervisor Simitian represents the Fifth District at the County of Santa Clara.  His public 

service over the years includes terms as a member of the California State Senate, the California 
State Assembly, Mayor of Palo Alto, President of the Palo Alto School Board, as well as an 
earlier term on the County Board of Supervisors.  His legislative record related to privacy 
includes California’s Data Breach Notification Law and Online Privacy Protection Law of 2003.  
He has been a champion of privacy rights during his long tenure of serving the public, 
including spearheading the creation of the Privacy Office by hiring the Chief Privacy Officer at 
Santa Clara County in 2017 as well as numerous privacy laws at the State and Local level. 

Governance

4



While the Privacy Office is new to the 
County, as is the case in many 
localities, seasoned professionals 
have helped build the foundation

• Chief Privacy Officer position was filled 
in Fall 2017 by Mike Shapiro.

• First staff hired in late 2018.
• Began to build the program with 

employee staff and contractors.
• Today, the Privacy Office has four full-

time staff including the Chief Privacy 
Officer and three privacy professionals.  
Additionally, two administrative staff 
members support the office part time 
(split resources with CISO). 

• Looking to bring on two additional staff 
if feasible considering pandemic 
response budgetary constraints (TBD).

Privacy Office 
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The Privacy Office 
was established to 

address the 
growing demands 

of constituent 
privacy in an 

increasingly data-
driven society
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Our vision is to advance and expand 
privacy-forward practices by 
building a culture of privacy, 

preserving the public trust, and 
fostering innovation while 

safeguarding personal information.

Vision

Our mission is to serve the County of 
Santa Clara by helping to ensure that 

privacy is safeguarded and treated 
with integrity and respect.  We 

believe that the relationships with 
our stakeholders and commitment 

to public service are fundamental to 
building the trust essential to embed 

privacy by design, assess risk, and 
provide guidance and training.  
Through our focus on privacy in 

technology and developing public-
private partnerships, we strive to 

balance the County’s need to collect 
and process personal information 
with its responsibility to protect it.

Mission



Privacy Office Structure
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County Organization and the Privacy Office



The Privacy Office 
operates on an 
enterprise scale 

while allowing 
departments to 

develop more 
specific criteria 

• The Privacy Office is designed to coordinate and 
provide input across the entire County.

• Reports directly to executive leadership which allows 
for a level of independence from other departments 
and helps to make sure privacy issues are being heard 
at the top. 

• The only exception is in the healthcare context, which is 
the responsibility of a separate office, that was 
established to specifically handle healthcare compliance 
and privacy matters. 

• Departments may execute additional privacy 
requirements (e.g., depending on specific legal or 
compliance requirements, such as CJIC), with the 
Privacy Office providing the foundation.

• Certain privacy matters are vetted by the Privacy Office 
as defined by Ordinance or policy, such as vetting 
surveillance technologies for all departments.
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Chief Information 
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& Solutions  
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Chief Operating 
Officer (COO)

Chief Privacy Officer 
(CPO) 

Chief Information 
Security Officer 
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Deputy County 
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Various County 
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HHS Ethics, 
Compliance & 

Privacy

County Organizational Chart (as it relates to the SCC Privacy Office)*

* This visualization is for explanatory purposes only and is not an 
official representation of reporting structures in the County.
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Structural 
Preferences 

and 
Approaches 
to Succeed 

• A Privacy Office can be set up in an organization in a variety of ways.  It is 
preferable to be aligned directly under the highest level of leadership possible.  

• Common org structures for a Privacy Office include reporting to the CIO, 
Legal Counsel, CISO, Risk & Compliance, CEO.

• In Santa Clara County, the Privacy Office falls under the direction of the 
Chief Operating Officer (COO) who reports directly to the County 
Executive (i.e., the highest level of leadership in the Executive Branch).  

• Why does this matter?
• The less filters between you and key decision makers gives you a 

greater capacity to be taken seriously, to have a direct line to inform 
leadership of privacy related risks, relay your concerns and needs 
immediately without being diluted, and vie for the budget you want.

• What if you don’t have a direct line to top leadership?
• This isn’t unusual in the privacy field and you can certainly be 

successful, but you will have to build strong relationships within your 
direct line for your voice to be heard.  

• Convey how you can help reduce the organization’s risk profile or 
limit the risk exposure to your direct leadership (e.g., decreasing or 
mitigating the impact of data breaches can alleviate reputational 
harm (internally in the organization and externally with the media 
and public trust), limit liability, and reduce penalties realized from 
data breach events).
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Privacy Office Operations and Future Goals
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Strategic Priorities and Upcoming Initiatives



The Privacy Office is engaged in the full range of support from 
governance to operations across the enterprise 
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• Promoting the privacy of County residents and employees in policies, procedures, and processes across the County
• Launching the Privacy Champions Program for employees across County agencies and departments
• Privacy Training (e.g., Intro to Privacy, Elected Officials and Privacy)
• Utilizing NIST Privacy Framework, developing KPIs, and mitigating gaps
• Revising Ordinances (e.g., Surveillance Technology Ordinance, Information Practices Ordinance)
• Data Privacy Day / Privacy Center of Excellence (COE) events
• Santa Clara County Inter-Governmental Relations (IGR) coordination for County Legislative Priorities and identification of state

bills associated with privacy in consideration in the state legislature

Policies, Governance, Awareness

• Providing Privacy Guidance to Departments (e.g., Surveillance Reporting Guidance, Microsoft 365 and Zoom Privacy Guidance)
• Performing Privacy Reviews and Privacy Impact Assessments 
• Conducting Data Inventorying on County Systems and Databases

Privacy Guidance, Risk Assessments, and Data Inventory Activities

• Facial Recognition Technology
• Assessing Databases that Collect Surveillance Technology Data
• Scanning Systems for Unauthorized Snooping of Sensitive Information
• Outreach: FPF Civic Data Leaders in Privacy, San Jose City Privacy Task Force, IAPP, CaPSCO, NCSA, local orgs., conference 

panelist/participation, multiple cities / counties / states / federal / industry

Special Projects, Reports, & Outreach 



Integrating into processes and practices helps to embed a culture 
of privacy in an organization
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• Integrate with the procurement process for IT services (as applicable to 
applications that process personal or sensitive information)

• Continue to work with IT department to refine integration of Privacy by 
Design (PbD) into the Agile Scrum software development process 
when designing applications for use on an enterprise-wide scale within 
the County.

• Begin working with the Executive Action Team and Product Owners to 
introduce the Privacy Office to current projects. 

• Identify sprints/increments to pilot PbD integration efforts. 

Privacy by Design (PbD)

• The Privacy office is looking for ways to institutionalize the authority of 
the office in areas relevant to privacy through a variety of ways.
• For example, contribute to ordinance revisions (e.g., Privacy Office 

vetting, assessment requirements), creating policies and procedures 
(privacy training, data breach notification, incident response, 
surveillance tech, info. practices)

• Where policy is not in place, promote best practices and leadership 
buy-in where privacy reviews or consideration can offer value. 

Monitoring and Oversight 



Lessons Learned and Takeaways
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Building Relationships, Managing Expectations, and Establishing 
a Footprint



Building Relationships and Managing Expectations are Essential Ingredients 
for a New Program Introduced into an Existing Organization

• Build Relationships
• Look for opportunities to collaborate with departments on standards and 

requirements. 
• Unless a clear law, policy, or leadership directive is in place, established 

departments may be confused about the Privacy Office’s role and authority.  
Educate them to get buy-in.

• Make connections with administrative and legislative leadership.  Understand 
which issues are a priority for them and identify overlap with privacy (e.g., 
government surveillance and privacy, children’s privacy, confidentiality of 
victims of domestic violence, online privacy protection services for elected 
officials / law enforcement / public health officials / attorneys / social workers).

• Manage Expectations
• Discuss and understand existing department processes and workflows to meet 

departments where they are and manage expectations through interactions on 
projects. 

• Privacy Offices tend to have a small staff, which means that you must do more 
with less and make sure you do not take on more than you can manage.  This is 
important because:

• If the Privacy Team takes too long, you’ll be thought of as a roadblock 
instead of an ally.  They’ll look for ways around your process, which will 
make rapport building difficult.  Always respect their mission and goals.
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A Privacy Office in Perspective and the 
Need to Build Rapport 

• Privacy Offices are typically new in comparison to other established and 
larger departments that have been around for years.

• Introducing change can be difficult (fear of the unknown, growing 
pains, another “layer”).

• Building alliances is essential (reduces fear, builds trust, helps create 
footprint).  

• Meet with key departments, but don’t stop there.  Insights into 
ways of doing business can be found in unexpected corners.

• As the new kid on the block, a power imbalance may exist initially.  Be 
careful not to become a “pleaser.”  Don’t rubber stamp.  The key is to be 
diplomatic and positive while fair and direct in your interactions.

• For example, a dept. may not like to hear their true risk profile, but 
be fair about it and explain why.

• Be open minded and consider their justifications… because you 
may not know all of the nuances.

• Demonstrate that you are a trusted advisor rather than a roadblock.  
• Offer to work with them to find solutions or at least to mitigate risk 

reasonably.
16

16



Building a Privacy Office Footprint will take 
Creativity, Initiative, Perseverance, and Patience

• Embed Privacy Office operations in the budget.
• Build a strategic plan for at least the next two years (preferably 

five) and use it to make your case.
• Stretch activity: Build revenue.  

• Privacy Offices are typically thought of as cost centers not 
revenue generators.  

• Consider initiating a revenue stream, in part, as a service 
organization.  For example, charge departments for 
Privacy Reviews, PIAs, privacy audits, privacy monitoring 
software, etc. 

• Include Privacy Office responsibilities and actions preferably in law 
or through policy.

• Determine which policies carry more weight than others.  
Enterprise policies have more reach than departmental policies.  
Policies backed by the legislature (e.g., Board of Supervisors, 
City Council) may carry more weight than administrative 
policies that can be changed as easily as they were executed.

• Integrate into processes that impact the full information life cycle.
• Examples of integration points: Privacy-by-Design in software 

development, IT portfolio fiscal year review, IT procurement, 
data requests, ad-hoc buys / upgrades, enterprise risk 
management and data sharing committees / bodies. 17



Final Thoughts

Remember, building a house takes time

For many organizations, enterprise privacy 
programs are new

Be patient yet persistent

Build rapport and help leadership and staff 
navigate a new frontier 

Have a plan, set reasonable goals, and 
continue to push toward progress
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PrivacyOffice@ceo.sccgov.org
https://www.sccgov.org/sites/cpo

mailto:PrivacyOffice@sccgov.org
https://www.sccgov.org/sites/cpo
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